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NuadopmamuoHHaA IaMATKA /I O0OYyUYAIOIUXCA IS pa3MelleHUuA Ha
obunmuanapbHbix UHTEpHET-pecypcax

C KaXABIM TOIOM MOJIOZIEKU B UHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJbHUKU OJHU U3 CAMBIX
aKTUBHBIX NOJIb30BaTesied PyHera. Mexay TeM, HOMHMO OIPOMHOTrO KOJIMYeCTBAa BO3MOKHOCTEH,
WHTEPHET HeceT U MPpobJieMbl. Ta MaMsATKa I0JDKHA TOMOYb Tebe O6e301acHO HaXOAUTHCS B CETH.

KomMnbroTepHble BUPYCHI

KoMmbIoTepHBIN BUpPYC - 3TO PA3HOBUHOCTH KOMIIBIOTEPHBIX IIPOTPAMM, OTJIHUYHUTEIBHOMN
0COOEHHOCTBHIO KOTOPOU ABJIAETCSA CIIOCOOHOCTh K Pa3MHOXKEHUIO. B JI0TIOJTHEHNE K 3TOMY, BUPYCHI
MOTYT IOBPEIUTh HJIU TOJHOCTHIO YHUUYTOXHUTh Bce (ailibl M JaHHBIE, IMOJKOHTPOJIbHBIE
II0JIb30BATEJI0, OT UMEHU KOTOPOTO ObLyIa 3amyleHa 3apa*kéHHas IporpaMMa, a Take IOBPeIUTh
WIN JlaKe YHUUTOXKUTh OIEPAlMOHHYI0 CUCTEMY cO BceMu (aiyiamMu B 1esioM. B GObIIMHCTBE
CJIy4aeB PaCIPOCTPAHAIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. Mcrnionip3yit coBpeMeHHbIe OepaIuOHHbIE CUCTEMBI, UMEIOIUE CePhE3HBIN YPOBEHD 3AIUTHI OT
BPEOHOCHBIX IIPOTPaMM;

2. [IlocrossHHO ycTaHaBiuBail mauTu (UpPOBBIE BaIUIaTKH, KOTOPblE aBTOMaTHUYECKU
yCTaHABJIUBAIOTCS C IEJIbI0 JIOPAOTKU MPOrpaMMbl) U JIpyThe OOHOBJIEHUSI CBOEU OIepariuOHHOMN
cucrembl. CkaumBall UX TOJBKO ¢ oduIUaIbLHOTO caita paspaborunka OC. Eciau cymiecTByeT
PEXXUM aBTOMAaTHYECKOTO 0OHOBJIEHU S, BKIIIOUH €T0;

3. Pabotaii Ha cBOoeM KOMIIBIOTEPE IIOA IIpaBaMU ITIOJIb30BATEJIA, a HE aAMHUHUCTPpATOpA. ITO He
II03BOJIUT 6OJ'II>1HI/IHCTBy BPEAOHOCHBIX IIPOTPpaMM HHCTAJVINPOBATBCA HaA TBOEM IIEPCOHAJIBHOM
KOMIIBIOTEPE;

4. Ucnonp3ylh aHTUBUPYCHBIE IIPOTrPaMMHbBIE IIPOAYKTHI W3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pusnyecKul OCTyI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIUII;

6. Vcnosp3yll BHellIHMe HOcuTean HHOGOpMAIUU, Takue Kak (remika, Auck wiu ¢ailn us
WHTEPHEeTA, TOJIbKO U3 PO epeHHbIX UCTOUHUKOB;

7. He oTkpbIBall KOMIIbIOTEPHBIE (haiijibl, IMOJyUYEeHHbIE M3 HEHAJIEXKHBIX MUCTOUHUKOB. Jlaxke Te
(daiiyipl, KOTOpBIE MIPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUYHU Y HETO, OTIPABJIS JIM OH Tebe uX.

Cetu WI-FI

Wi-Fi - 570 He BH/| Ilepelayu JIaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH/1, Mapka. Eme B 1991
rofly HUJIepJIaHJCKasg KOMIIaHus 3apeructpupoBasia 6Openy, «WECA», uyro o00603Ha4aso
cinoBocoueranue «Wireless Fidelity», koTopbrit nepeBoauTcst Kak «beCIpoOBOIHAS TOUHOCTD>.

Jlo Halrero BpeMeHHU JOIIA Jipyras abOpeBuarypa, KOTOpas ABJISIETCS TaKOU K€ TEXHOJIOTHEU.
dto abbpeBuatypa «Wi-Fi». Takoe HazBaHme OBLIO JaHO C HAMEKOM HAa CTAHAAPT BBICIIUM
3ByKoBOU TexHUKHU Hi-Fi, 4TO B IlepeBo/ie 03HAUAeT «BBICOKAS TOUHOCTbY.

Jla, OecnlaTHBIE HMHTEPHET-ZIOCTYI B Kade, OTeNAX U a’pomHopTax sABJAETCS OTJINYHON
BO3MO>KHOCTBIO BbIXO/Ia B MHTepHET. HO MHOTHE 5KCIIepThl CYUTAIOT, UTO o0IenocTynHble Wi-Fi
CETH He ABJIAITCA 0e301acHBIMU.



CoBeTbl 10 6€30ITaCHOCTH paboTe B 00IIEIOCTYTHBIX ceTsax Wi-fi:

1. He mepemaBaii cBoio JimuHy0 nHopMaIuio uepes odmenoctymabie Wi-Fi cetn. Paboras B HuX,
’KeJIaTeJIbHO He BBOJIMTD IAPOJIU JIOCTYIIA, IOTUHBI M KaKHe-TO HOMEPA;

2. Hcnonp3yih u OOHOBJISAM aHTUBUPYCHblE IpOrpaMMbl u OpanHjamayep. Tem caMbIM Thbl
obezomnacuIib cebs OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonpzoBanuu Wi-Fi orkmoun ¢yHKnuoo «OOImMuH MOCTYn K (aiiamM U MpUHTEPaM».
JlarHasa GyHKIUS 3aKpbhITa 10 YMOJTYAHUIO, OTHAKO HEKOTOPHIE ITOJIb30BaTET aKTUBUPYIOT €€ JIJIs
ymo0CTBa HCIIOJIb30BAHUSA B paboTe Wiu yuebe;

4. He uncrionp3yi nyosmuabii WI-FI s mepegaum JIMYHBIX JIAHHBIX, HAIIPUMEP /IS BBIXO/AA B
COLIUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOYTY;

5. mmosp3y# Tosibko 3aruiiieHHoe coenuHenne yepe3 HTTPS, a we HTTP, T.e. mpu Habope BeO-
aapeca BBou UMeHHO «https://»;

6. B moouipHOM TesnedoHe otkimrouu ¢yHKnuioo «Ilogkmouenne k¥ Wi-Fi aBromaTtuuecku». He
JIOITyCKai aBTOMAaTHYeCKOTO MOAKII0UeHMs ycTporcTBa K ceTsiM Wi-Fi 6e3 TBoero corsacus.

ConuanpHBIE CETH

ConmasibHble CeTH aKTUBHO BXOAAT B HAIy >KW3Hb, MHOTHE JIIOJIM PAbOTAIOT W JKUBYT TaM
oCTOsIHHO, a B Facebook y»ke 3aperucrpupoBaH MUJIJIHAP, YEJIOBEK, UTO SIBJISIETCS OIHOU
ce/lbMOM BcCeX JKUTesed IUIaHeThl. MHOTrMe IOoJIb30BaTeIM He MOHUMAIOT, 4YTO WHOpMaIus,
pa3MellleHHass IMU B COLIMAJIBHBIX CETSAX, MOXKET OBbITh HaiiJileHa U UCIOJIb30BaHA KeM YTOAHO, B
TOM 4HcJIe He 0053aTesIbHO ¢ OJ1aTuMU HaMepeHUsIMH.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COIIMAaJIBHBIX CETAX:

1. OrpaHuYp CHUCOK Jipy3ed. Y Tebs B ZIPY3bsAX HE JIOJKHO OBITh CIIYYaHHBIX U HE3HAKOMBIX
JIIO/Eel;

2. 3amuiai cBOIW YacTHYIO *Ku3Hb. He ykaspiBaél maposiu, TesedOHBI, aapeca, /ATy TBOETrO
POKIEHUA U JPYIYI0 JIMYHYI0 HHGOpPMAaNHio. 3JIOYMBINIJIEHHUKH MOTYT HCIIOJIB30BaTh JlasKe
WHOOPMAINIO O TOM, KaK Thl U TBOU POJUTEIIH IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinan CBOK PemyTaIuio - JIEPKH ee B YUCTOTE U 33/1aBail cebe BOIPOC: XOTeJI OBbI ThI, UTOOBI
JIpyTHe TOJIb30BaTeId BHUJEIU, UYTO Thl 3arpykaemb? Ilogymaii, Mpexkae dYeM YTO-TO
OIy0JIMKOBATh, HAMIKCATh U 3aTPy3UTh;

4. Ecim THI rOBOpHUIIB C JIIOABMH, KOTOPBIX HE 3HAellb, HE HCIOJIb3YU CBOE peajibHOe UMA U
ZPYTYIO JIMYHYI0 NUHGOPMALMU: UM, MECTO JKUTEIBCTBA, MECTO yUeObI U IIPOYEE;

5. N3berait pazmemenus dororpaduii B NHTEpHETE, TAe ThI M300pa’keH HAa MECTHOCTH, IIO
KOTOPOH MOXKHO OIIPeZIeJIUTh TBOE MeCTOIIOJIOKEHNE;

6. Ilpu perucrtpanyu B COIMAIBHONW CETH HEOOXOJUMO HCIIOJIb30BaTh CJIOXKHBIE IIApOJIH,
cocrosimye u3 OyKB U MUdp U ¢ KOJTUIECTBOM 3HAKOB HE MeHee 8;

7. [Ana conmasbHOU ceTH, MOYThI U APYIUX CAUTOB HEOOXOAMMO HCIIOJIb30BAaTh Pa3Hble MAPOJIH.
Torpa ecsin TebGsA B3JIOMAIOT, TO 3JI0YMBIIIEHHUKY MOJIyYaT JIOCTYI TOJIBKO K OJJHOMY MECTY, a He
BO BCe Cpasy.

DJIEKTPOHHBIE JeHbI'U

AJIEKTPOHHBIE JIEHbI'H — 3TO OYEHb yIOOHBIN CITOCO0 IIaTeKeN, OTHAKO CYIECTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTAT IMOJYIUTD 3TU JE€HBIHU.



BJIGKTpOHHBIe AC€HbI' IIOABUJINCH COBCEM HEAABHO 1 HMEHHO HM3-3a4 3TOrO BO MHOTHUX roCcygapCTBax
A0 CHUX IIOp HE IIPOIINCAaHO IIPO HUX B 3aKOHAX.

B Poccun xe oHU (QYHKIMOHUPYIOT U O HUX YyKe IPOIIMCAHO B 3aKOHe, I7le UX pas3fesiAioT Ha
HECKOJIBKO BU/IOB - AHOHUMHBIe 1 HE aHOHHMHbIe. Pa3HuIia B TOM, 4YTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX paspelaercss IPOBOAUTH omnepanuu 0e3 wuAeHTUUKAINN TO0JIb30BaTeNs, a B
HEAaHOHUMHBIX UIeHTU(UKAIINY TT0JIb30BaTe ABJIAETCA 0053aTeTHHOM.

Tak:ke ciefyeT pa3jndaTh 3JIeKTPOHHbBIE pUaTHBIE AeHbIU (PaBHBI FOCY/IAPCTBEHHBIM BATIOTAM) U
3JIeKTPOHHbBIE HepUaTHBIE JIeHbTU (HEe PABHBI TOCY/IAPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI 0 Oe30TaCHON PabOTe ¢ IEKTPOHHBIMU JIEHbraMu:

1. ITpuBsKU K cueTy MOOWJIBHBIN TesleOH. DTO caMblil yAOOHBIHN U OBICTPHIN CITIOCOO BOCCTAHOBUTH
JIOCTYyT K cueTy. [IpuBs3aHHbBIN TesieOH ITOMOXKET, eCJTH 3a0y/IeITb CBOH IJIaTEKHbBIHN ITapOJIb UJIH
3al/IeNIb Ha CAUT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Mcnonp3yit oiHOpa3oBeie maposiu. Ilocsie mepexosia Ha YCUJIEHHYIO aBTOPHU3AIUIO Tebe yKe He
OyzeT yrpo’KaTh OIMaCHOCTh KPayKy WJIU ITepexBaTa IIaTeKHOTO ITapoJis;

3. BeiObepu cioxkHBIN Taposib. [IpecTymHukam OyZeT He MPOCTO yrafaTh CJIOXKHBIA IapOJib.
HapexxHbple maposii — 3TO MMapoJiv, KOTOPhIE COEPIKAT He MeHee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOUYHBIE U TPOMUCHBIE OYKBBI, U(PHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HaK JIoJU1apa, QyHTa,
BOCKJIMIIATEeJIbHBIN 3HaK U T.II. Hanmpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE JJTaHHBIE HA CaﬁTaX, KOTOPBIM HE JOBEPACIID.

aﬂeKTpOHHa}I IIOHTa

JJIEKTPOHHAsA II0YTa — BTO TEXHOJIOTHUS W IIPEIOCTaBJIsIEeMble €I0 YCJIYI'H II0 TepechbUIKe U
IIOJIyYEHUIO BJIEKTPOHHBIX COOOINEHUI, KOTOpPbIE PaCIPENEISIOTCA B KOMIIBIOTEDHOH CETH.
OOGBIYHO BJIEKTPOHHBIH IIOYTOBBIN AIAK BBITJISITUT CJIETYFOIITAM obpazom:

UMs_I0JIb30BaTeISI@UMs_JIoMeHa. Takke KpoMe Ilepe/laud IIPOCTOTO TEKCTa, WMeeTcs
BO3MOKHOCTH ITepeiaBaTh (Gaiibl.

OCHOBHBIE COBETHI 110 OE30MMacCHOM PaboTe ¢ JIEKTPOHHOU MTOYTOMU:

1. Hamo BbIOpaTh IIpaBUJIBHBIM IIOYTOBBIA CepBHC. B WHTEpHETE €CTh OrPOMHBIN BBIOOP
OecILUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyUIlle JIOBEPATH TE€M, KOTO 3HAEIIb U KTO MEPBBINA B
peuTUuHrE;

2. He ykaspBall B JIMYHON mouTe Ju4Hylo wuHpopmanuio. Hampumep, syuine BbIOpaTh
«MY3BIKUIBbHBIN_(paHAT@» WU «pOK2013» BMecTO «TeMal3»;

3. VMcnonp3yil [IByXSTalHYI0 aBTOPHU3alMI0. DTO KOTJa MOMHMO HapoJis HY»KHO BBOJUTH KO/,
npucblIaeMblii mo SMS;

4. Bp10epu CI03KHBIN TApOJib. J[JIsT Ka)KAOTO IMOYTOBOIO SAIIUKA JIOJI?KEH OBITH CBOU HAa/IeKHBIH,
YCTOMUYMBBIU K B3JIOMY I1apOJIb;

5. Ecsin ecTh BO3MOXKHOCTD HallCaTh cCaMOMY CBOU JIMUHBIN BOIIPOC, UCIOJIb3YH 3TY BO3MOKHOCTb;

6. Vcrnosp3yil HeCKOJIBKO MOYTOBBIX AIIUKOB. I1epBbIi /11 4acTHON IEepenucKu C ajpecaTamu,
KOTOPBIM ThI JIOBepsielllb. TO JIEKTPOHHBIN a/ipec He HaJl0 MCIIOJIb30BaTh IIPU PETUCTPAIlUU Ha
dopymax u caiitax;

7. He oTkpBIBail daiiyibl U Apyrue BJIOKEHU B MIUChMAX JlaKe eCJIU OHU MPUIILIA OT TBOUX JpY3eH.
Jlyuiiie yTOUHHM y HUX, OTIIPABJISIN JIM OHU Tebe 3TU (paiiyibl;



8. Ilocie oxoHuYaHMsA pabOTHI Ha MOYTOBOM CEPBHCE INepPes 3aKPhITUEM BKJIAJIKU C CAUTOM He
3a0yzb Ha’KaTh HA « BEIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy/uIMHT — mpecjefoBaHUEe COOOIIEHUSMH, COJIep:KAIUMU OCKOpOJIEHHs, arpeccuio,
3allyTUBaHUE; XYJINTAHCTBO; COIMAIIbHOE OOMKOTHPOBAHUE C IOMOIIBI0 PA3JIMYHBIX WHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KNOEPOYJTMHTOM:

1. He Gpocaiica B 60ii. JIyumuii crmoco6: mMOCOBETOBATHCS KaK ce0sl BECTH U, €CJIU HET TOTO, K KOMY
MO’KHO OOpaTHTBhCs, TO BHAYaje YCIOKOUThCsA. EC/IM ThI HAUHEINIb OTBEYaTh OCKOPOJIEHHAMU Ha
OCKOpOJIEHUS, TO TOJILKO €llle OO0JIbIIEe PAa30KIKEITh KOH(IIUKT;

2. YpasJisil cBoel KubepperyTaiuen;

3. AHOHUMHOCTb B CE€TH MHUMaAas. CYHIE‘,CTBYIOT CIIOCOOBI BBIFACHHUTDH, KTO CTOHUT 3a aHOHHNMHBIM
AKKaYHTOM,

4. He crouT BecTu XyJIUTAaHCKUM 00Opa3 BUPTyaJbHOU KU3HU. MIHTEpHET (UKCUDYET BCe TBOU
JIEUCTBUS U COXPAHAET UX. YIATUTh UX Oy/leT KpaliHe 3aTPyAHUTETHHO;

5. CobOut0/1ai1 CBOY BUPTYaJIbHYIO YECTH CMOJIOAY;

6. UrHopupy#l enuHuYHBIA HeraTuB. OJHOpA30Bble OCKOpPOUTEJIbHBIE COOOIINEHUS JIydIlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTauu;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MTHOBEHHBIMU COO6H.I€HI/I}IMI/I, B COOMAJIBHBIX CETAX €CTb
BO3MOXHOCTb 6JIOKI/IpOBKI/I OTIIpaBKU COO6HI€HHI>JI C OIIpeJEcJIEHHBbIX a/IPECOB;

8. Eciu 1B cBuzeTenb kubepOysutmHra. TBou JeWCTBHUS: BBICTYIIUTH INPOTUB IIpeCyieoBaTesd,
II0Ka3aTh €My, YTO €r0 JIEUCTBUS OLIEHUBAIOTCS HETAaTHBHO, IO/IEPKaTh KEPTBY, KOTOPOU Hy»KHA
IICUXO0JIOTHYECKAs TIOMOII[b, COOOIIUTD B3POCJIBIM O (DaKTe arpeCCUBHOIO ITOBEJIEHUS B CETH.

MobuibHBIH TesieoH

CoBpeMeHnHble cMapThOHBI U IUJIAHIIETHI COZEPKAT B cebe BIOJIHE B3POCJBIM (YHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIoTepaMu. OHAKO, CPEZICTB 3aLUTHI
I TOZOOHBIX YCTPOMCTB IOKA OYeHb Masio. TecTMpOBaHHE M IOWCK YA3BUMOCTEH B HHX
IIPOMCXO/IUT HE TaK MHTEHCUBHO, Kak /i 1K, To ke camoe kacaeTcsi 1 MOOWJIBHBIX IPUJIOKEHUH.

CoBpeMeHHbIE MOOMJIbHBIE Opay3€ephl yKe MPAKTUUECKHU JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
paciiupenrie GyHKIOHAIA BIEYET 32 COOOM OOJIBIIYIO CI0KHOCTh M MEHBIITYIO 3aIUIIEHHOCTb.

Jlajleko He Bce TMPOU3BOAUTENMN BBIIYCKAIOT OOHOBJIEHUA, 3aKpHIBAIOI[UEe KpUTHUYECKHUe
YAA3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcCHOBHBIE COBETHI JIJIs1 6€30IMaCHOCTH MOOHJIBHOTO TestedoHa:

1. Huuero He sBjseTCA MO-HACTOsAIIEMY OeCIUIaTHBIM. ByZb OCTOpDOXKEH, BeZb KoOrjia Tebe
IpejIaramT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKH€E-TO IVIaTHBIE YCIIYTH;

2. [lymaii, mpexzie yem oTnpaButrb SMS, ¢oTto munnu Buzieo. Thl TOUYHO 3HAEIID, I7le OHU OyAyT B
KOHEYHOM UTOTe?

3. HeoO6xoaumo 0OHOBJIATH OIIEPAIIOHHYIO CHCTEMY TBOETO CMapTHOHA;

4. Vlciosb3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX Te1e(OHOB;



5. He 3arpy>1<a1>’1 IIPUJIOKEHUA OT HEHU3BECTHOI'O HCTOYHHKA, BEAb OHH MOIYT COAEPXKATb
Bp€AOHOCHOE IIpOrpaMMHO€ O6€CH€'~I€HI/I6;

6. [Tocite TOro KaK ThI BBIMEIIH C CAlTa, T/I€ BBOAWII JINYHYIO0 HH(POPMAITUIO, 3al/I1 B HACTPOUKHU
Opaysepa u yziayiu cookies;

7. Illepuoguuecky IpoBePsIN KaKue IJIaTHBIE YCJIyTH AaKTUBUPOBAHbBI HA TBOEM HOMEDE;

8. JlaBaii cBoil HOMep MOOWJIBHOrO TesjedOHA TOJIBKO JIIO/SIM, KOTOPBIX Thl 3HAENIb U KOMY
JIOBEpSIEllb;

9. Bluetooth momkeH ObITH BBIKJIIOUEH, KOT/Ia Thl UM He IIOJIb3yellnbcsa. He 3abbiBaii MHOTIIA
IIPOBEPATH 3TO.

Online urper

COBpeMeHHbIe OHJIaIL/,IH-I/II‘pr - 9TO KpaCO4YHBbIE, 3aXBaTbIBAIOIIIKE PAa3BJICUCHUA, O6’b€ZII/IHHIOH_[I/Ie
COTHHU TBICAY YEJIOBEK IIO0O BCEMY MHUDPY. I/IFpOI{I/I HCCIIEAYIOT Z[aHHbeI UM MUDP, O6HlaIOTCH ApyT C
APYT'OM, BBIIIOJIHAIOT 3a/laHUA, CpaAKAaIlOTCA C MOHCTPaMHM H ITIOJIy4alOT OIIBIT. 3a YAOBOJIbCTBHE OHU
IUIATAT: IIOKYIIAIOT AMCK, OIlJIaYUBaIOT abOHEMEeHT UJIN HpI/IO6peTaIOT KaKHne-TO OIIIIH1H.

Bce aTH cpencrBa MAyT Ha IOJJIep:KaHUE W Pa3BUTHE HMIPHI, a TaKXKe Ha caMmMy 0Oe30IacHOCTH:
COBEPIIIEHCTBYIOTCS CHCTEMbI aBTOPU3AIlMM, BBHIMYCKAIOTCA HOBbIE IMaT4yu (IIHM(POBBIE 3aIIaTKH
JUISI TIPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HI'paxX CTOUT OIlaCcaTbCA HE€ CTOJIBKO CBOHUX COIIEPDHUKOB, CKOJIBKO Kpa*Xu TBOETO
ImapoJisd, Ha KOTOpOM OCHOBaHa CHCTE€Mad aBTOpHU3allu OOJIBIIIMHCTBA Hurp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'O aKKAyHTa:

1. Ecsim apyro#t urpok BejieT ce0sl IUIOXO WJIM CO3JlaeT Tebe HEeMPUSTHOCTH, 3a0JIOKUPYH €ero B
CITHCKE UTPOKOB;

2. HO}I(aHYI;JICH AAMHUHHUCTPpATOPaAM HIPbI Ha IIJIOXO€ IIOBEAEHHE OTOI'0 HIPOKaA, KEJIaTEJIbHO
IIPUJIOKUTD KaKHE-TO JOKA3aTEeJIbCTBA B BUJAE CKPHHOB;

3. He yxa3zpiBaiil inuHy10 nHpoOpMaIuo B ipodaiiie urpsi;
4. YBaxkail IpyTuX y4aCTHUKOB II0 UTDE;

5. He yctanaBiuBaii HeodunuaabHble IaTYU U MOJIBI;

6. Vlcriosib3yl c10°KHBIE U Pa3Hble IapOoJIn;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJIIOYATh aHTUBUPYC. Iloka ThI Urpaenib, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

QOUIIIWHT WX Kpaxa JINYHBbIX JaHHbIX

OObIUHOUN Kparkel JieHer U JOKYMEHTOB CeroflHf y»Ke HUKOrO He y/JUBUIINL, HO C Pa3BUTUEM
MHTEPHET-TEXHOJIOTUN 3JIOyMBIINIJIEHHUKU IlepeMeCcTWINCh B HHTEPHET, UM IMPOJIOJIKAIOT
3aHUMATbHCS «JIIOOMMBIM» €JIOM.

Tak mosiBUJIaCh HOBAasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIH (PUIIMHT, IJIaBHAA I[€JIb KOTOPOTO
COCTOUT B TOJIyYE€HUH KOH(MUJIEHIIMAIBHBIX JAHHBIX II0JIb30BaTeIed — JIOTMHOB U mapoJsieid. Ha
aHITUUCKOM si3biKe phishing umraercsa kak ¢ummnr (ot fishing — pei6Has jgoBasA, password —
IapoJib).

OcHOBHBIE COBETHI 10 OOpBOE ¢ QUITUHTOM:



1. Ciequ 3a CBOMM aKKayHTOM. Ecym THI mozio3peBaenib, YTO TBOS aHKeTa ObLaa B3JIOMaHA, TO
HeoOX0IMMO 3a0JIOKUPOBATh €€ U COODIIUTh aAMUHUCTPATOpPAM pecypca 00 5TOM KaK MOKHO
CKODee;

2. Mcnionp3yii 6e301acHble BEO-CauThl, B TOM UK CJIe, UHTEPHET-Mara3nHOB U IIOMCKOBBIX CUCTEM;

3. Ucnonw3yil cioxkHBIE U pasHble Mmapoysu. Takum o0pa3oMm, eciau TeOsA B3JIOMAIOT, TO
3JI0yMBIIIJIEHHUKH TTOJIYyYaT IOCTYI TOJIBKO K OJTHOMY TBOEMY ITPOMIIIO B CETH, a HE KO BCEM;

4. Ecmu Tebs B3yIOMayivi, TO HEOOXOMMMO MPEAYIPENUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
JlobaByIeHbI y T€OSA B APY3bsX, O TOM, UYTO TeOsl B3JIOMaId M, BO3MOKHO, OT TBOEr0 UMeHHU Oy/ieT
pacchLIaThCsA CIIaM U CChUJIKY Ha (DUIITUHTOBBIE CAUTHI;

5. YcraHoBU HajiexkHbIHM naposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKJIIOYY cOXpaHeHHe mapoJis B Opaysepe;

7. He oTkpsIBail (pailsibl U JIpyTrue BJIOKEHMU B MIUCbMax Jladke eCJIM OHU NPUIILIA OT TBOUX JPy3€eH.
Jlydime yTOYHH Y HUX, OTIIPABJISIN JIM OHU Tebe 3TU (paiiibl.

Hudposas penyranus

[Mudposas pemyramuss - 3TO HeEraTUBHAs WM TNO3UTHBHAs WHoOpManus B ceTH o Tebe.
Komnpomerupymoiiasa uHpopMamus pa3MelleHHAas B HWHTEPHETE MOXKET CEPbe3HBIM 00pa3oM
OTpa3uThCs HA TBOeU peasibHOM ku3HU. «l[udpoBas pemyrarusa» - 3TO TBOM UMUK, KOTOPBIN
dopmupyercs n3 nHbopmanuu o Tede B HHTEPHETE.

TBoe mecto KHUTEJIbCTBA, yqe6b1, TBOE (1)I/IHaHCOBO€ IIOJIOXKEHHUE, 0COOEHHOCTH XapaKTepa "
pacCKa3bl O OJIM3KHUX - BCE 5TO HAKAIIJINBAETCA B CETH.

MHoTHE TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCA K IIyOJUKanuu JIMIHONW WHQOpManuud B
HHTepHETE, HE TOHUMAasi BO3MOXKHBIX ITOCaeACTBUI. ThI jaske HE CMOKEIIb JIOTaZaThCs O TOM, UTO
dororpadus, pazmerneHHas 5 JeT Ha3a/, cTajaa MPUYUHON OTKa3a MPUHATH Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBoux ¢ororpaduil U Apyrue JeUCTBUs MOTYT HE MCUYE3HYTh JarKe
IIOCJIE TOTO, KaK ThI UX YAAIHIIb. Thl HE 3HAEIb, KTO COXPAHHJ 3Ty WHMOpMAaIHIO, IToIayia JIU OHA
B IIOMCKOBBIE CHCTEMBI U COXPaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIT O Tebe OKpysKarolee
JIFO/TH, KOTOPBIE HAUYT U YBUAAT 3T0. HaviTu mH(pOPMAIIUIO MHOTO JIET CITyCTSA CMOKET JIF000H -
KaK U3 JI00pBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IIPUUYNHUTH BPe. ITO MOKET OBITh KTO YTOHO.

OcHOBHBI€E COBETHI MO 3a1uTe NUGPOBOU pelryTaluu:

1. IToxymaii, mpesk/ie 4eM 4TO-TO IyOJIMKOBATh U MepeaBaTh y cebsi B Ojiore WJIM B COIUATBLHOMN
cery;

2. B nHacrtpoiikax mpodumis yCcTaHOBU OrPaHUYEHHs Ha IIPOCMOTDP TBOero Hpoduas U ero
COJIEP>KUMOTO, C/ieIall eT0 TOJIBKO «JJIf Ipy3eii»;

3. He pasmemaii u He ykasbiBall MHGpOPMAIIUIO, KOTOpas MOKET KOro-Ju00 OCKOPOJIATH WJIN
00M¥KATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIe IIKOJIbHUKU- aKTUBHbIE TT0JIb30BaTen M1u¢poBoro mpocrpancTsa. OHAKO 1aeKo
He BCe 3HAKT, UYTO II0JIb30BaHHME MHOTUMHU BO3MOXKHOCTAMU IUGPOBOro Mupa TpebyeT
co0JTI0/IeHN S IPaB Ha UHTEJIJIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMHUH «HHTeJUIEKTyaJibHass COOCTBEHHOCTh» OTHOCHUTCSI K  PA3JIMYHBIM  TBOPEHUSAM
YeJIOBEUECKOTO YMa, HAUMHasl C HOBBIX N300peTeHUH U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTDh Ha



NPOAYKTBI W YCJAYrd , W 3aKkaHuuBad KHUramu, ¢ororpadpuaMu, KUHOPUIBMAMU U
MY3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh HAa IIPOUW3BEIEHUS HAYKHU,
JINTEPATypbl W HCKYyCCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KauyecTBe TapaHTUU TOTO, UTO
VHTeJJIEKTYaJIbHBIN /TBOPUECKUN Tpy/ aBTopa He Oy/eT HaIlpacHBIM, /IacT €My CIIpaBe/JINBble
BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTaX CBOETO TPYAaA, MOJYIUTh U3BECTHOCTh U MPHU3HAHUE.
HukTto 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BOAUTD €r0 IPOU3BE/IEHNE, PACIIPOCTPAHATD,
mMyOJINYHO JEMOHCTPUPOBATh, IPOJIaBaTh, HUMIIOPTHUPOBATh, IIyCKAaTh B MPOKAT, MyOJIHMYHO
HCIIOJIHATD, IOKA3bIBATh/UCIIOJIHATH B 3¢ Upe WiIn pa3MenaTs B IHTepHeTe.

Hcnonbp3oBaHmne «IMTUPATCKOT0» MIPOTPAMMHOTO 00ecriedeHs MOKET IPUBECTH K MHOTUM PUCKaM:
OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOErO yCTPOWCTBA, I/e YCTAHOBJIEHHBIN
He JierajibHasA mporpaMmma. He cTOUT Tak:ke 3a0bIBATh, UTO CYIIECTBYET JieTaJbHbIE U OeCIUIaTHbBIE
IIPOTPAMMBbI, KOTOPble MOKHO HAalTH B CETH.

O noprane

CeTeBUYOK.p( - TBOH IJIABHBIN COBETUHK B CETU. 3/1€Ch ThI MOXKEIIIb Y3HATH O O€30IMaCHOCTU B CETU
MIOHATHBIM U JIOCTYITHBIM S3BIKOM, a DY BO3HUKHOBEHUH KPUTHYECKOU CHUTYaIluu OOpPaTUTHCA 3a
COBETOM. A TaKkKe IPUHATH yU4acTHe B KOHKypCaX U CTaTh CaMbIM UM POBHIM IPAKIAHUHOM !





